UMD Fannie Mae'  Freddiel\

UNIFORM MORTGAGE DATA PROGRAM

Uniform Collateral Data Portal Reference Series for the
Lender Admin: 3 - Managing Users

This reference is the third in a series of five references for the lender administrator, a Uniform Collateral
Data Portal® (UCDP®) user who has authority to set up and manage the business structure within the portal,
including the access privileges of other users. This user is known as the lender admin. The focus of this
reference is on managing users. The other references in this series include:

= Series 1: Lender Admin Registration = Series 4: Managing Lender Agents

= Series 2: Managing Business Units = Series 5: Managing Aggregator Profile

The topics covered in this reference include:

= Managing Users Overview

= Adding Users

= Transferring Users In and Out of Business Units

= Changing a User’s Role

®  Forcing Linkage to a GSE

®  Changing Passwords

= Suspending Users

= Restoring or Permanently Deleting Users

= Password Criteria

®  Finding Additional Assistance

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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https://sf.freddiemac.com/content/_assets/resources/pdf/step-by-step-guides/ucdp1_lender-admin-registration.pdf
https://sf.freddiemac.com/content/_assets/resources/pdf/step-by-step-guides/ucdp2_managing-business-units.pdf
https://sf.freddiemac.com/content/_assets/resources/pdf/step-by-step-guides/ucdp4_managing-lender-agents.pdf
https://sf.freddiemac.com/content/_assets/resources/pdf/step-by-step-guides/ucdp5_managing-aggregator.pdf

UMD Fannie Mae  Freddie Max

UNIFORM MORTGAGE DATA PROGRAM

Managing Users In the UCDP, authorized lender admins are responsible for adding and
. maintaining users for their organization. The lender admins are the only
Overview individuals who must be directly authorized by the GSEs. Once authorized,

the lender admin is responsible for managing the access rights for all other
users in your organization.*

Keep in mind the functionality available to the different user roles as you add
users and assign or update roles.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Managing Users
Overview

(continued)

of user role, the following functionality is available:

As indicated in Reference Series 1: Lender Admin Registration, for each type

Functionality Available by User Role
Functionality Lender | Lender | Lender Lender
Admin User Read- | CorrAgg
Only User
User
Set up business unit \
structure
Add users and invite lender N
agents
Manage users and lender \
agents
Submit appraisal data files \/ \ \/
Search for appraisals N \ \/
Upload corrected appraisal N N \
data files
Set up reports N N \ \
Review reports N \ \ \
Request overrides N N \
Change your own user N N \ \
profile
Complete user account N \ \ \
self-care tasks
Perform aggregator setup \
Share appraisals or search \ \
previously shared
appraisals
Retrieve shared appraisals N N

* Note: there is a separate process to create a Direct Integration User ID to submit

appraisals from a third-party solution. For a list of third-party solutions that connect to
UCDP via direct integration, please refer to Fannie Mae’s vendor list and/or Freddie

Mac'’s vendor list, as applicable. To learn more about creating a Direct Integration
User ID, please contact your vendor.
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Managing Users The functionality associated with managing users includes:
Overview Functionality Description
(continued)

Adding Users | Enables you to create or invite a lender admin, lender
user, or lender read-only user to the UCDP.

Transferring If your setup includes multiple business units, this
Users In and functionality enables you to move users in and out of
Out of business units to meet organizational needs. Users
Business can only be assigned to one business unit at a time.
Units

Changing a Enables you to change a user’s role among lender
User’'s Role admin, lender user, or lender read-only user.

Forcing Enables you to add Fannie Mae or Freddie Mac as a
Linkage to a GSE to receive submitted appraisals if the linkage to
GSE both GSEs is not completed during the initial

registration process.

@ This functionality is inherited by all users, not just
the user selected.

Changing Enables you to change a user’s password for security
Passwords reasons or if a password is forgotten.

Suspending Enables you to suspend a user’s access to the UCDP.
Users

Restoring or Enables you to restore a user’s access to the UCDP or
Permanently permanently delete a user from UCDP.

Deleting
Users

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Adding Users

This section explains how to add a user in the UCDP — including a lender
admin, lender user, lender read-only user, or lender corragg user. Refer to
the Functionality Available by User Role chart for each user’s available

functionality.

@ The lender corragg user role is has access to the appraisal

sharing functionality within the UCDP.

To add a user, you must complete the following:

= For lender admin users only, register the individual with the
applicable GSE:

For Fannie Mae, refer to the UCDP page on
FannieMae.com for specific registration steps.

For Freddie Mac, complete and submit Freddie Mac’s
Uniform Collateral Data Portal Authorization Request Form.
This form alerts Freddie Mac to add the lender admin to
their system and send them a UCDP Welcome email from
no_reply@FreddieMac.com. The email contains information
and instructions needed to complete the UCDP registration
process for Freddie Mac.

= For all users, add the user in the UCDP. This generates an email
from ucdp-noreply@veros.com containing the added user’s unique
registration URL.

To add a user in the UCDP, follow these steps:
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Adding Users

Step

Action / Result

1.

From the UCDP Home
page, click the
Account
Administration tab
and select User and

FamsieMae.com | FreddieMac com

= Freddie®
B FannieMae' E,\;:u .

Uniform Collateral Data Portal

Temsoflse | Temsoflse Gkt Eaar

Pivacy | Pivacy
[home " “Submithpprisal | Seach || Reports v || Acoount Adrmnstaton | Shre Appraal« Help Center
UserProfe
User Account Sell Care:

—l
| gl serand

Business Unit Adminisraion

Business Unit
Administration.

= - Submit Appraisal 7\ Search o Help Center
% Upload appraisal data info the UCDP system and reosive 3 E R

unigue Document Fe Kentfer it il be used  deivery e fomaSon o enhance your experience us e UCDP sysiem
with Fannie Mae and Freddie Mac.

Tequited).

i Reports ‘ . Account Administration §* * Share Appraisal
>
Reoeive information on prexiously submeted reporis ! Manage your online experience with the UCDP system by ‘Share appraisals with your business partners, search and
Y (nduiduaby o in aggregate) o manage workfous of identy v selectng afanding page and the recigiens of elecroically view shared apprasal submissions and fesuls rough e
issbes hat should be addressed delivered messages and reports UCDP system

After you select User and Business Unit Administration, the
Administration - Home page appears.

From the
Administration —
Home page, click
Users in the left

navigation bar.

display the list of
users assigned to that
business unit.

o~

@ Click the Ed sign to N~ Trsining Lender
g \ Users

2 Fi as = (_ Logout
FannieMae® E M

Uniform Collateral Data Portal™

=

Administration - Home

User ID: TRAINER_1

Help Center

Training Lender

m Wetcome faranT
Tips for managing your business units and users:

£y Click on £ in the view on the left to expand an item and view its contents.

I Seller Numbers £ Click on a business unitname to manage the business unit

+/ Relationships
£ Click on "Users” to manage the users in the business unit
/- Business Units

Expand the "Users” item and click on a user's name to modify that user.

I -
Regular users are displayed in blue & and Direct Integration users are displayed in orange «»

o ¢ ©

Some user operations may nottake effect immediately. Click on the refresh button on the lef G to refresh the view,

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and

Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.

Reference Series 3 of 5/ February 2018

Page 6
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Adding Users

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

T—
[ Logout

Uniform Collateral Data Portal™ B FannieMae' B

User ID: TRAINER _1

Home Help Center

Administration - Users

Training Lender

=i+ Training Lender Croatelscy =

4l Users First Name * Last Name * Email Address *

41+ Seller Numbers
UserID* Password * Role -- Select Role -- -
4 Relationships

e —
Invite User -
First Name * Last Name * Business Unit Trainin g Lender

Email Address * Role * -- Select Role - -

Modify User <

Select User * -~ Select User -- M [ Edit [ Suspend

Transfer Users -

Seectusers [SumanT | BusinessUnit® |- seec BusnessUn - -

Restore Users <

e p ETT——
Select Suspended Delete Permanently |

Users*

“Indicates Required Information

The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is to add another user by creating or inviting
a user. The major difference between the two is who creates the User ID
and Password:

Create User — With Create User, you enter the name and email address of
the person you are creating, along with a User ID and Password you select.
This allows you to control the naming convention of the User IDs. You must
also provide the Password to the person you are adding. Once created, the
person created receives an email with their User ID and a unique registration
URL to begin the registration process. After the registration process is
started, the user receives a prompt to change their password. To create a
user, continue with Step 3.

Invite User — With Invite User, you enter only the name and email address
of the person you are inviting. Once invited, the person invited receives an
email with a unique registration URL to begin the registration process. After
the registration process is started, the user receives a prompt to create a
User ID and Password. To invite a user, continue with Step 4.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.

Reference Series 3 of 5/ February 2018 Page 7



UMD

UNIFORM MORTGAGE DATA PROGRAM

Freddie Mac
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Adding Users

Step

Action / Result

Create User:

3.

From the
Administration —
Users page, locate the
Create User section
and complete the
required (*) fields:

Click Create.

First Name
Last Name
Email Address
User ID

Password (follow
the Password
Criteria)

Role (select lender
admin, lender user
or lender read-only
user)

clears all the
information entered in
the fields.

/

@ The Reset button

P Create User =

First Name * Last Name * Email Address *

-- Select Role -- -

e Y

UserID * Password * Role *

Create User =

First Mame * | Patty Last Mame* |Ryan Email Address* | p_ryan@mortgages.com

LITTTITL] Lender Adrmin -

e
3 Reset )

UserID Password * Role*

P_Ryan

After you click Create, a User created successfully message appears at
the top of the Administration — Users page and an email is sent to the user
with a unique URL to begin their registration process. Be sure to provide the
user with the password you created. When the user logs in with the new
temporary password, he/she is prompted to create a new secure password.

User created successfully. This change may take a few minutes to take effect.

4

Create User A

First Name * Last Name * Email Address *

Role * -- Select Role -- -

P —

UserID * Password *
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Adding Users

e Email Address

e Role (select lender
admin, lender user
or lender read-only
user)

@ The Reset button
clears all the
information entered in
the fields.

Click Invite. —

Step Action / Result
Invite User: = Invite User =
4. From the First Name = Last Name * BusinessUnit  Training Lender
Adm“’“stra‘“on —_— Email Address * Role * -- Select Role -- -
Users page, locate the e )
Invite User section and
complete the required
fields:
e First Name
Invite User -
® LaSt Name First Name * Jim Last Name * Smith Business Unit Training Lender
Email Address * j_smith@mortgages.com Role * Lender User -

EEeeeee——
I Reset

Email Address * Role *

Modify User

After you click Invite, a User invited successfully message appears at the
top of the Administration — Users page and an email is sent to the user
with a unique URL to begin the registration process.

User invited successfully
Create User
First Name * Last Name *
UserID * Password *
Invite User
First Name * Last Name *

Email Address *

-- Select Role -- -

Role *

Business Unit Training Lender

-- Select Role -- -

P nrans 7 s
[ Reset ! Invite )

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Transferring Users
In and Out of
Business Units

If your organization sets up multiple business units, this functionality allows
you to transfer users from one unit to another. Transferring users in and out
of different business units allows you to efficiently manage resources based
on the setup of your organization. Users only have access to submit
appraisal data files to the business unit to which they are assigned. However,
users who are transferred from a child business unit to a parent business unit
can view and edit submissions in the child business units. Transferred users
receive emails notifying them of the transfer.

To transfer a user from one business unit to another, follow these steps:

Transferring Users In and Out of Business Units

Step

Action / Result

1. From the UCDP Home
page, click the
Account
Administration tab
and select User and

FansieMae.com | FreddieMac com

Business Unit
Administration.

s S~ Freddie* =
Unform Colateral Data Portal” B Funictiae BVl T
M
User Profle
User Account SefCare:
_+ User and Busiess Unit Adminisiraica
= e Submit Appraisal :\ Search 0 Help Center
/m info the UCDP S = Rene at |
C unigue Document File idenfifier that will be used at delivery Tacale revionly s‘ﬂ:ﬁ?hf:ﬁ s - informason fo enhance your experience using the UCDP system
‘with Fannie Mae and Freddie Mac.
required).
il Reports - ‘ Account Administration ¢ * Share Appraisal
— 3
Receive information on previously submited reports ) Manage your online experience with the UCDP sysiem by ‘Share appraisals with your business pariers, search and
(indwvidually or in 3ggregate) io manage workfiows or identy v selecting a anding page and the recipients of electronically view shared appraisal submissions and resuls through fhe
issues that should be addressed. delivered messages and repors. UCDP system.

After you select User and Business Unit Administration, the
Administration - Home page appears.

2. From the
Administration —
Home page, click
Users in the left

@ Click the EJ sign to
display the list of
users assigned to
that business unit.

eFannieMae.com
Uniform Collateral Data Portal” FannieMae® MRS

User ID: TRAINER_1

Home Help Center

Administration - Home

navigation bar. Training Lender
\ Tips for managing your business units and users:

\ Training Lender

4 Users Click on & in the view on the left to expand an item and view its contents.

I Seller Numbers Click on a business unit name to manage the business unit

|~ Relationships
Click on"Users™to manage the users in the business unit.
I Business Units

Expand the “Users” item and click on a users name to madify that user.

. -
Regular users are displayed in blue & and Direct Integration users are displayed in orange =+

O ¢ O 0O 0 O

Some user operations may not take effect immediately. Click on the refresh button on the Iaﬂ@tn refresh the view.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Fannie Mae

Transferring Users In and Out of Business Units
Step Action / Result
After you select Users from the left navigation bar, the Administration —
Users page appears.
l Uniform Collateral Data Portal B unmicMacr BV s TR
Fome [t Contar |
Administration - Users
Training Lender
~I* Training Lender CecatcUses E
- Users First Name * Last Name * Email Address *
7 :E“IE'NM:EE’S UserID* Password * Role ™ -- Select Role - -
- Relationships.
Invite User -
First Name * Last Name * Business Unit Training Lender
Email Address * Role * -- Select Role -- -
Maodify User ~
Select User —- Select User - - G
Transfer Users -
Select Users* ;atty RTyan Business Unit®  — Select Business Unit — -
Restore Users -
Select Suspended [ Restore )
Users *
“Indicates Required Information
The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is transferring a user from one business unit
to another.

3. From the _-> Transfer Users -
Ad m I n IStratI on - Select Users ™ Patty Ryan Business Unit* | -- Select Business Unit -- - [ Transter |
Users page, locate Susan T
the Transfer Users
section. Select the
user(s) you wish to
transfer from the
Select Users
dropdown.

ﬁ Hold down the ‘CtrI’
key to highlight more
than one user at a
time.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Transferring Users In and Out of Business Units

Step

Action / Result

4,

From the Business
Unit dropdown, select
the Business Unit to
which you want the
user transferred. —

Click Transfer. —

Transfer Users

Business Unit *

Select Users * Morth Central Lending

After you click Transfer, a User(s) transferred successfully message
appears. Transferred users receive an email notifying them of their transfer
to another business unit.

A 4

User(s) transferred successfully. This change may take a few minutes to take effect.

Create User =
First Name * Last Name * Email Address *
UserID * Password * Role * -- Select Role -- hd
Invite User =
First Name * Last Name * Business Unit Training Lender

Modify User =

(=
Select User® -- Select User -- - | S

Transfer Users

_

Select Users* Susan T Business Unit*  -- Select Business Unit -- -

A transferred user may lose access to the appraisal data files they previously
uploaded. Unless the user is a lender admin in the parent business unit, a
user has access to the appraisal data files in his/her current business unit and
child business units, as applicable. You cannot transfer submissions from
one business unit to another.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Changing a User’s Changing a user’s role provides the user with greater or less functionality
from that point forward for all appraisal data files that user can access. If
Role changing the role of a lender user or lender read-only user to lender admin,

the user must be authorized via Fannie Mae and/or Freddie Mac, as
applicable. Refer to the Functionality Available by User Role chart for each
user’s available functionality.

To change a user’s role, follow these steps:

Changing a User’s Role

Step Action / Result
1. From the UCDP Home - B . e f s i e
H A FannieMae® @ Mac TemsofUse | TemsofUse
page, click the e
Account T
Administration tab Pt
and select User and e e
. . User and Business Unit Adminisr:
igs ! n QS S U n it == SubmitAppraisal - = Search O Help Center
ministration. |
208 stz o e ‘% i g, O e
‘with Fannie Mae and Freddie Mac. requied)
al Reports “q Account Administration ¢ * Share Appraisal
Q/ Receive information on preiously submited reports. i Manage your online experience with the UCDP system by Share appraisals with your business partners, search and
(indvidually or in aggregate) 1o manage workfiows of identify v selecting a landing page and the recipients of electronically view shared appraisal submissions and results through the
issues that should be addressed. delivered messages and reports UCDP system.
After you select User and Business Unit Administration, the
Administration - Home page appeatrs.

2. From the e om T
Administration — Uniform Collateral Data Portal B FunnieMaes  BMac © e
Home page, click

T 1 Home Help Center
UserS |n the Ieft Administration - Home

Training Lender

navigation bar. Training Lender
\ m —
H H \ Tips for managing your business units and users:
Click the k4 sign to

. : ; Click on E3in the view o the &ft to expand an item and view its cantents
display the list of T
. 1 Seller Numbers Click on a business unitname to manage the business unit
users assigned to L o
th t b . .t . Click on "Users™ to manage the users in the business unit
a uslness unl . +/~ Business Units

Expand the "Users” item and click on a user's name to modify that user.

. .
Regular users are displayed in blue « and Direct Integration users are displayed in orange <«

O ¢ O O O O

Some user operations may nottake effectimmediately. Click o the refresh button on the lef G to refresh the view,

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Fannie Mae

Changing a User’s Role
Step Action / Result
After you select Users from the navigation bar, the Administration — Users
page appears.
l Uniform Collateral Data Portal B FanmicMae  BUSS s TR
Administration - Users
Training Lender
[ o]
~I Training Lender CecatcUses =
- Users First Name * Last Name * Email Address *
7 :E“IE'NM:EE’S UserID* Password * Role ” -- Select Role -- M
- Relationships.
Invite User -
First Name * Last Name * Business Unit Training Lender
Email Address * Role * -- Select Role -- -
Modify User ~
Select User - Select User -- - " Eat
Transfer Users -
Select Users* W Business Unit* - Select Business Unit - -
Restore Users -
Scec Supended [ ecio e L oicpormareris
Users ™
“Indicates Required Information
The Administration — Users page allows you to manage the users within the
business unit(s). You can create, invite, modify, transfer, and restore users.
The focus of this section is changing a user’s role under Modify User.

3. From the Medify User <
Administration — Select User * bty Ryan
Users page, locate
the Modify User
section. In the Select
User dropdown, select
the user you wish to =
edit.

Click Edit./

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Freddie Mac

Changing a User’s Role

Step

Action / Result

After you click Edit, the Edit Users page appears. The user's name, User ID,
email address and current role are listed.

7 Freddie® Lo 3
Pl FanmicMac® T bted
BRI FannicMae® @ Mac UserID: TRANER_1

Uniform Collateral Data Portal™

Home

Help Center
Administration - Modify User

Training Lender > North Central Lending > Patty Ryan

m Eveers

=i~ Training Lender U =
i Users First Name  [Patty LastName  |Ryan Role Lender User -
-+ Seller Numbers UserID Email p_ryan@mortgage com Force CIFRe CIFNM
ser
41 Relationships Address Linkage
=~ Business Units
= Nerth Central Lending
-
s Change User Password -
& Patty Ryan ey
- - [ Clear [ Save ]
e New Password Retype New Password ¢ )
o [EEEnaihs “Indicates Required Information
41 Business Units

i/ Northwest Lending

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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UNIFORM MORTGAGE DATA PROGRAM

Changing a User’s Role

Step Action / Result
S
role, select the new
role from the Role i 2
dropdown. feviFeme  [Pafly Lt Marmr | an Rebe  fode A C
Ernail F I agE Eem P> - Geiet Ll
WUnr 10F Addres ot L Corek Lo
——
Click Update. -
Chasge User Paspword i =Sty L -
@ IMPORTANT: If Mo P fetrpe e P e —
Changlng the role Of iradacafen Hequated Infzrmakon

a lender user to
lender admin, the
user must be
authorized via
Fannie Mae and/or
Freddie Mac, as
applicable. You
should complete this
prior to changing the
user’s role. After the
role is changed in
the UCDP and the
new lender admin
attempts to log in,
they are asked to
enter credential
information they
received from the
applicable GSE(s).

After you click Update, a User modified successfully message appears.
The user receives an email notifying them of their changed user role.

User modified successfully. This change may take a few minutes to take effect.

Edit User =
First Name | Patty Last Name Ryan Role Lender Admin -
User D Email p_ryan@mortgage com Force CIrre CIFMM

Address Linkage
 tpte )

Change User Password s
MNew Password * Retype New Password * [ Ciear T Save )
*Indicates Required Information

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Forcing Linkage to a
GSE

If your current setup only links to one GSE, this functionality allows you to
create a linkage to the other GSE. Once a lender admin establishes a new
link with a GSE for their organization, all of the other lender admins in that
organization must establish their linkage to the new GSE. All other users
inherit that new linkage. All lender admins are prompted to enter the
applicable GSE’s credential information during registration or, if already
registered with one GSE, upon their next login.

To force linkage with a GSE, follow these steps:

Forcing Linkage to a GSE

Step

Action / Result

1. From the UCDP Home
page, click the
Account
Administration tab
and select User and
Business Unit
Administration.—|

FamsielMae com | FredieMac com Togout

Wi’

Uniform Collateral Data Portal Fzmnie\[ae' @AM TemsofUse | TemsofUse UserlD:  TRANER 1

Piivacy | Privacy

e )
Home | SubmitApprasl | Seach | Repotsv | AccountAdministabonv  Share Apprasal v Help Center

User Profie

User Account Self Care:

User and Busmess Unit Admnistraficn
a ubmit Appraisal
'

Help Center
;\ Search o P
m, info the UCDP' 5 Locate peviously submited eparts for stzus updates, Review onine documentation that offers addiional field-level
or to submd if

unigue Document Fie idenfifier that will be used at delivery informasion fo enhance your experience using the UCDP system
with Fannie Mae and Freddie Mac.

redquited)

) Reports G ‘ Account Administration ¢ * Share Appraisal

- 3
Receive information on previously submited reports ) Manage your oniine experience with the UCDP system by ‘Share appraisals with your business pariers, search and
(indvidualy o n aggregate) o manage workious o identiy v selecting a landing page and the recigients of electonically view shared appraisal submissions and fesuls thiough the
ssues that should be addressed. Gelivered messages and reports UCDP system.

After you select User and Business Unit Administration, the
Administration - Home page appeatrs.

2. From the
Administration —
Home page, click
Users in the left

navigation bar. \

" , ddie® Z : (" Logout
Uniform Collateral Data Portal Bl FunnieMae®  BARSa- R

User ID: TRAINER_1

Home Help Center

Administration - Home

Training Lender

m Weicome faranT
\\K Tips for managing your business units and users:
3

ing Lender

I Click on E3in the view on the leftto expand an item and view its contents

I Seller Numbers Click on a business unit name to manage the business unit

o

Relationships
H Click on "Users™ to manage the users in the business unit
+|- Business Units

Expand the "Users” item and click on a user's name to modify that user.

. -
Regular users are displayed in blue & and Direct Integration users are displayed in orange =+

O O 0 O O O

Some user operations may not take effect immediately. Click on the refresh button on the Ieﬂ@tn refresh the view.

This communication relates to the

Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and

Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Forcing Linkage to a GSE
Step Action / Result
After you select Users from the left navigation bar, the Administration —
Users page appears.
l Uniform Collateral Data Portal B FanmicMae  BUSS . s TR
[Thome | [ Hetp Center |
Administration - Users
Training Lender
[ o]
~I Training Lender CecatcUses =
- Users First Name * Last Name * Email Address *
7 :E“IE'NM:EE’S UserID* Password * Role ™ -- Select Role - -
- Relationships.
Invite User -
First Name * Last Name * Business Unit Training Lender
Email Address * Role * -- Select Role -- -
Maodify User ~
Select User - Select User -- - " Eat
Transfer Users -
Select Users* W Business Unit* - Select Business Unit - -
Restore Users -
Selct Supended [0 oo o Fe [ ecio e L oicpormareris
Users *
“Indicates Required Information
The Administration — Users page allows you to manage users within your
business unit(s). You can create, invite, modify, transfer, and restore users.
The focus of this section is on forcing linkage to a GSE under Modify User.
3. From the Modify User -
Administration — Select User * bty Ryan -
Users page, locate
the Modify User
section. In the Select
User dropdown, select
the lender admin u%
you wish to edit.
(j Only a lender admin
can be selected for
the Force Linkage
option.
Click Edit.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and

Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Forcing Linkage to a GSE

Step Action / Result

After you click Edit, the Edit Users page appears. The user's name, User ID,
email address, and current role are listed.

. ‘ - P cddics — (=
lUmfarm Collateral Data Portal” B FunnioMae® BN -

User ID: TRAINER_1

Home Help Center
Administration - Modify User

Training Lender > North Central Lending > Patty Ryan

m o beers

/" Training Lender el =2
I Users FirstName | Patty LastName | Ryan Role Lender Admin -
- Seller Numbers - Email p_ryan@mortgage com Force CIFRe CIFNM

ser
|- Relationships Address Linkage
=I" Business Units
~I* North Central Lending
= Users
Change User Password -
& Ppatty Ryan
- - [ Clear ! Save |
L s New Password Retype New Password (
4l Relafionships “Indicates Required Information
4 Business Units

[

Northwest Lending

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Freddie Mac

Forcing Linkage to a GSE

Step

Action / Result

4. To force a linkage to
either GSE, check the
applicable box for the
Force Linkage field (a
box can be unchecked

Edit User

First Name | Patty Last Name  |Ryan

Email
User ID mail p_ryan@moartgage.com

Address,

Role Lender Admin

IFRE CIFNM

Force

>
¥ Linkage

if mistakenly selected).

@ If you need to verify
your current linkage,
check the Submit
Appraisal page to
see which GSE(s)
can be selected to
receive appraisal
data files. You can
also check to see if
you have Seller
Numbers available
or assigned for the
GSE.

Click Update. /

@ Only a lender admin
can complete the
forced linkage to
either GSE, but this
impacts all users in
that organization.

Change User Password

New Password * Retype New Password *

“Indicates Required Information

-

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Freddie Mac

Forcing Linkage to a GSE

Step

Action / Result

After you click Update, a User modified successfully message appears.

User modified successfully. This change may take a few minutes to take effect.
Edit User
First P atty Last Ryan
MName MName
Email an@mortgages.com |
User ID pvan@ %30
Address
Change User Password
New Password * Retype New Password *
*Indicates Required Information

Role

Force

Linkage

FRE CIFNM

With the forced linkage completed, all lender admins are prompted to enter
the applicable GSE’s credential information during registration or, if already

registered with one GSE, upon their next login.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Changing Passwords

This functionality allows you to change a user’s password for security reasons
and for forgotten passwords. Once you change a password, you must give it
to the user to enable login. An email notification is sent telling the user their
password has changed, but does not provide the new password. After
logging in with the new temporary password, the user is prompted to create a
new secure password after answering the personal challenge questions.

Note: Users have the ability to reset their own password using the “Forgot
your password?” link from the UCDP login page.

To change a password, follow these steps:

Changing Passwords

Step

Action / Result

1. From the UCDP Home
page, click the
Account
Administration tab
and select User and
Business Unit

Administration.— |

FasmieMae com | FredieMac con Togost

WFreddic

Uniform Collateral Data Portal F;mnie\lue' @M TemsofUse | Temsof Use UserlD:  TRANER 1

Piivacy | Privacy

R )
Home | SubmitApprisal | Seach | Reportsv || Account Admnistationw | Share Appraisalv Help Cener
User Profle

User Account SeffCare

User and Business Usit Adminisraicn

: - = cearch 0 Help Center
" &
% o the UCDP % Locate prevously submitd repors for sttus pdats
orfo submd i

Rei tat )
unigue Document File idenfifier that will be used at delivery informason fo enhance your experience using the UCDP system
‘with Fannie Mae and Freddie Mac.

Tequired).

il Reports - ‘ Account Administration ¢ * Share Appraisal

- 3
Receive information on previously submited reports ) Manage your online experience with the UCDP sysiem by ‘Share appraisals with your business pariers, search and
(indwvidually or in 3ggregate) io manage workfiows or identy v selecting a anding page and the recipients of electronically view shared appraisal submissions and resus through fhe
issues that should be addressed. delivered messages and repors. UCDP system.

After you select User and Business Unit Administration, the
Administration - Home page appears.

2. From the
Administration —
Home page, click
Users in the left

navigation bar. \

eFannieMae.com
Uniform Collateral Data Portal” FannieMae® MRS

User ID: TRAINER_1

Home Help Center

Administration - Home

Training Lender

m Wetcome KaranT
N Tips for managing your business units and users:

Training Lender
Users Click on & in the view on the left to expand an item and view its contents.

I Seller Numbers Click on a business unit name to manage the business unit

|~ Relationships
Click on"Users™to manage the users in the business unit.
I Business Units

Expand the “Users” item and click on a users name to madify that user.

. -
Regular users are displayed in blue & and Direct Integration users are displayed in orange =+

O ¢ O 0O 0 O

Some user operations may not take effect immediately. Click on the refresh button on the Iaﬂ@tn refresh the view.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Changing Passwords

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

S—
i » 7 Freddie® (__Logout
Uniform Collateral Data Portal B FannicMae® B
User ID: TRAINER_1
Home Help Center
Administration - Users
Training Lender
[ e
~I Training Lender CecatcUses =
H- Users First Name * Last Name * Email Address *
41 Seller Numbers
UserID* Password * Role” - Select Role - -
+I- Relationships
SErTER TR
Invite User B
First Name * Last Name * Business Unit  Training Lender
Email Address * Role - Select Role - -
PR —
Modify User B
e —
Select User - Select User -- - " Eat
Transfer Users =
Select Users * Patty Ryan Business Unit* - Select Business Unit -
Susan T
Restore Users B
S Cr——
EE—
Users®
“Indicates Required Information

The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is changing a user’s password under Modify
User.

3. From the
Administration —

Modify User -

P )
| Suspend ||

Select User *

Patty Ryan hd

Users page, locate
the Modify User
section. In the Select
User dropdown, select
the user you wish to
edit.

Click Edit. —

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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UNIFORM MORTGAGE DATA PROGRAM

Changing Passwords

Step Action / Result

After you click Edit, the Edit Users page appears. The user's name, User ID,
email address, and current role are listed.

eFannie eddieliac.co  —
- y P Freddie® =
Uniform Collateral Data Portal FannieMa® BV
User ID: TRAINER_1
Home Help Center
Administration - Modify User
Training Lender > North Central Lending > Patty Ryan
¥ Training Lender Edit Users
I Training Lender el =
s FirstName | Patty LastName  |Ryan Role Lender Admin -
41 Seller Numbers User D Email p_ryan@mortgage.com Force Orre CIFNM
ser
41 Relationships Address Linkage
~I Business Units
~I* North Central Lending
I Users
Change User Password =
& Ppatty Ryan
= - § Clear ! Save
+1- Seller Numbers Mew Password Retype New Password ———

4 Relationships

“Indicates Required Information
+I- Business Units

[

Northwest Lending

o Fromthe Edit Users | (0

page, locate the — R
Change User : 5
Password schon_ First Name | Patty Last Name Ryan Role Lender Admin -
Enter a new password UserID ir::lss p_ryan@mortgage.com E:':ge CIFRE CIFNM

in the New Password P ot
field following the

Password Criteria. | | Pr——— =
Repeat the new New F * Retype New Password *  |esesssse

password in the

Retype NeW *Indicates Required Information

Password field.

Click Save./

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Changing Passwords

Step Action / Result

After you click Save, a Password changed successfully message appears.

Password changed successfully. This change may take a few minutes to take effect.

Edit User -
First Name | Patty Last Name  |Ryan Role Lender Admin -
User ID Email p_ryan@mortgage com Force CIrre [ Fnm

Address Linkage

Change User Password -
New Password * Retype New Password * T " save
*Indicates Required Information

If necessary, you may suspend a user from the UCDP. Once suspended, the
user can no longer access the UCDP. Suspended users receive an email
notifying them of their suspension from UCDP. You may later restore or
permanently delete a suspended user in the UCDP.

Suspending Users

Appraisal data files associated with suspended users remain available in the
UCDP in the business unit where they were submitted.

To suspend a user, perform the following steps:

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
Freddie Mac at the direction of their regulator, the Federal Housing Finance Agency.
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Suspending Users

Step

Action / Result

1. From the UCDP Home
page, click the
Account
Administration tab
and select User and
Business Unit
Administration. — |

User Account SefCare:
/K TR
= ubmit Appraisal 7N Search O Help Center
% inio the UCDP = s Review onine documentation that offers addiionsal field-level
unigue Document Fie idenfifier that will be used at delivery Jacale previonly sx:rsﬁmed RS o ke, - informasion fo enhance your experience using the UCDP system
‘with Fannie Mae and Freddie Mac. .
required).
i Reports % . Account Administration ¢ * Share Appraisal
3
Receive information on previously submited reports ) Manage your oniine experience with the UCDP system by ‘Share appraisals with your business partners, search and
(indwidually or in aggregate) o manage workfows o idenfy v selecting a landing page and the recipients of ekecironically through the
issues that should be addressed. delivered messages and reports. UCDP system.

FansieMag.com | Freddiebac com

& = Freddie®
Uniform Collateral Data Portal B FumicVae' DI Temslie | Temsoflse Userl: ey

Piivacy | Privacy

R T T T 1
Home | SubmitAppraisl | Seach | Repotsv | AccountAdministabonv  Share Apprasal v Hielp Center

User Profie

After you select User and Business Unit Administration, the
Administration - Home page appears.

2. From the
Administration —
Home page, click
Users in the left
navigation bar.

display the list of
users assigned to
that business unit.

3 \ —
H Tips for managing your business units and users:
Click the & to N

; - o [
Uniform Collateral Data Portal FannieMae® DA

User ID: TRAINER_1

Home Help Center

Administration - Home

Training Lender

o Training Lender
- Users £y Click on E3in the view on the leftto expand an item and view its contents.
1 Seller Numbers £y Click on a business unit name to manage the business unit

Relationships

o

o Click on "Users” to manage the users in the business unit
Business Units

-

Expand the "Users” item and click on a user's name to modify that user.

e .
Regular users are displayed in blue « and Direct Integration users are displayed in orange «»

O O O

Some user operations may nottake effectimmediately. Click o the refresh button on the leh G to refresh the view,

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Suspending Users
Step Action / Result
After you select Users from the left navigation bar, the Administration —
Users page appears.
l Uniform Collateral Data Portal B FanmicMae  BUSS s TR
[Thome | [ Hetp Center |
Administration - Users
Training Lender
[ o]
~I Training Lender CecatcUses =
- Users First Name * Last Name * Email Address *
7 :E“IE'NM:EE’S UserID* Password * Role ™ -- Select Role - -
- Relationships.
Invite User -
First Name * Last Name * Business Unit Training Lender
Email Address * Role * -- Select Role -- -
Modify User B
Select User - Select User -- - " Eat
Transfer Users -
Select Users* ;atty RTyan Business Unit* - Select Business Unit - -
Restore Users -
Scec Supended [ ecio e L oicpormareris
Users *
“Indicates Required Information
The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is suspending a user under Modify User.
3. From the Medify User <
Administration — SelectUser® sty Ry - G
Users page, locate
the Modify User
section. In the Select
User dropdown, select
the user you wish to —|
suspend.
Click Suspend.— |
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Suspending Users

Step

Action / Result

After you click Suspend, a User suspended successfully message appears
and an email notification is sent to the suspended user. You can also see the
suspended user listed in the Select Suspended Users field of the Restore
Users section after the page is refreshed. A suspended user cannot access
the UCDP, but you may later restore or permanently delete them in the
UCDP.

User suspended successfully. This change may take a few minutes to take effect.

Create User e

Fotme [ ] tawme [ e [ ]

Invite User e

frstMame || lmthemes || BusinessUsit  Noh Centil Lending
Email Address * l:l Role * -- Select Role -- N

Meodify User -
Select User ™ -- Select User -- - [ Edit
Transfer Users e

EeemE——

Select Users * Patty Ryan Business Unit*  -- Select Business Unit -- -

Restore Users e

Select Suspended Delete Permanently |
Users *

*Indicates Required Information
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Restoring or You may restore or permanently delete a suspended user. Restoring a user
provides the same access the user had prior to suspension. Once restored,

Permanently an email notification is sent to the user enabling them to log in to the system

Deleting Users again. Permanently deleting a user removes the user completely from the

UCDP. Once you permanently delete a user, an email notification is sent
telling them they have been permanently removed from the UCDP.

Appraisal data files for users permanently deleted from the UCDP remain
available in the business unit where they were submitted.

To restore or permanently delete a user, follow these steps:

Restoring or Permanently Deleting Users

Step Action / Result
1. From the UCDP Home y - e fomelicen | fntelaion B
l- k h Uniform Collateral Data Portal F;mnie\lae' @M TemsofUse | Tems of Use UserlD:  TRANER 1
page, click the o
Account ——— e e =
Administration tab e
and select User and e L
. . User and Business Usik Admiisiaicn
Business Unit T B Help Center
H H i E
AdmlnIStratlon/ =a info he UCDP = om hat )
C unigue Document Fie ldemm;mal will be used at defvery Tacale revionly s‘ﬂ:ﬁ?hf:ﬁ s informason fo enhance your experience using the UCDP system
‘with Fannie Mae and Freddie Mac. required)
il Reports = q Account Administration ¢ * Share Appraisal
E/ Receive information on previously submited reports ) Manage your onine experience with the UCDP system by ‘Share appraisals with your business partners, search and
(indwidually o in aggregate) io manage workfious of identiy v selecting a anding page and the recipients of electronically view shared appraisal submissions and resuls through fhe
ssues that should be addressed. delivered messages and reports. UCDP system.
After you select User and Business Unit Administration, the
Administration - Home page appears.
2. From the P Frecidict eFannieMee.com | FreddieMac.com
. . i " P s Mae® Spaie erms of U O
Ad min Istratl on — Uniform Collateral Data Portal FannieMae' 0 Mac P T —
Home page, click ] e
USGI’S |n the Ieft Administration - Home
navigation bar. Training Lender
\ Welcome Karan T
N Tips for managing your business units and users:
—I- Training Lender
@ \.J - Users £ Click onEdin the view on the leftto expand an item and view its contents
CI|Ck the kd tO 0 Seller Numbers £ Click on a business unitname to manage the business unit
d|sp|ay the ||St Of :: :IS::::::; £y Click on "Users” to manage the users in the business unit
users assigned to b ] Expand the "Users” item and click on a users name to modify that user.
that business unit_ 8 T reradslnmaEE ) f TR e S T e e (R
< Some user operations may not take effectimmediately. Click on the refresh button on the Iaﬂ@tn refresh the view.
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Restoring or Permanently Deleting Users

Step

Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

Pr—
(togont

Uniform Collateral Data Portal’ B FannieMae®  Bheoe

User ID: TRAINER_1

Home Help Center

‘Administration - Users

Training Lender > North Central Lending

m e

i+ Training Lender Emztal=cg =

+- Users First Name * Last Name * Email Address

+/- Seller Numbers
UserID* Password * Role™ -- Select Role -- -

13

Relationships
e —

=i North Central Lending

= Users Invite User =
4] Seller Numbers

7 First Name * Last Name " Business Unit  North Central Lending
I Relationships

. Email Address ™ Role* -- Select Role -- -

I Business Units

Modify User =

e C—

Select User * -~ Select User - v [* Eat

Transfer Users <

S P—

Select Users * Business Unit* |- Select Business Unit -~ -

Restore Users -

T — Pr—————————

m—
Users*

“Indicates Required Information

This page allows you to manage the users within a business unit. You can
create, invite, modify, transfer, and restore users. The focus of this section is
on the Restore Users section.
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Restoring or Permanently Deleting Users

Step

Action / Result

3.

@ Hold down the ‘Ctrl’ key

From the
Administration —
Users page, locate
the Restore User
section. From the
Select Suspended

Users list, highlight the

user you wish to either
restore or permanently
delete.

to highlight more than
one user at a time.

Click Restore if you
want the user to have 2
access to the UCDP
again.

OR

Click Delete
Permanently if you/
want to completely
remove the user from
the UCDP.

Restore Users

Select Suspended

Users *

*Ingifates Required Information

[ Restore || DelelePermanenlly_‘l
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Restoring or Permanently Deleting Users

Step

Action / Result

After you click Restore, a User(s) restored successfully message appears.
The user receives an email notifying them that they now have access to the
UCDP.

User(s) restored successfully. This change may take a few minutes to take effect.

Create User s

R T

Invite User s

fsthames | bmthame || BusnesUnit NowhCenrellending
Email Address * l:l Role * -- Select Role -- -

P Y
)

Modify User -
(S

Transfer Users s
o e oray
Select Users * Patty Ryan Business Unit*  -- Select Business Unit -- -
Restore Users ™
Select Suspended Delete Permanently |

Users ™

“Indicates Required Infermation

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Freddie

Fannie Mae

Restoring or Permanently Deleting Users

Step Action / Result

After you click Delete Permanently, a User(s) deleted successfully
message appears. The user receives an email notifying them that they were
permanently deleted from the UCDP.

User(s) deleted successfully. This change may take a few minutes to take effect.
Create User ™
e T T
e
-_—
Invite User =
Fsthame® | | lstMemer | | BusinessUmit Noth CentolLending
Email Address * I:I Role * -- Select Role -- -
e
-
Modify User -
Select User * -- Select User -- hd 13 Edit
Transfer Users ™
P —
Select Users* ‘ Business Unit* | -- Select Business Unit -- -
Restore Users -
Seectsspenies
Users *
*Indicates Required Information
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Password Criteria Refer to the following table for the specific characteristics of acceptable

passwords.
Password Criteria

Requirement Value
Minimum length 8
Maximum number of repeated characters 2
Minimum number of alphabet characters 1
Minimum number of numeric characters 1
Repeated history length. 10

This means the last ten passwords cannot be used. For
example, if one of your previous ten passwords was
123abc01, you cannot change your new password to
123abc01 again until at least ten password changes occur.

Reversed history length. 10

This means the reverse order of the last ten passwords cannot
be used. For example, if your password is 123abc01, you
cannot change your password to 10cba321 until at least ten
password changes occur.

Disallow User Name as password. Yes

For example, if your User Name is Jonathan, your password
cannot be jonathanl.

Disallow User ID as password. Yes

For example, if your User ID is ABCMortgage, your password
cannot be abcmortgage22.

This communication relates to the Uniform Mortgage Data Program®, an effort undertaken jointly by Fannie Mae and
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Finding Additional For additional assistance, refer to:
Assistance ®  Fannie Mae’'s UCDP web page

(https://www.fanniemae.com/singlefamily/uniform-collateral-data-
portal)

=  Freddie Mac’'s UCDP web page

(https://sf.freddiemac.com/tools-learning/uniform-mortgage-data-

program/ucdp)
®=  The UCDP Support Center at 1-800-917-9291

= UCDP Help Center (accessible after you log in to the UCDP)

© 2018 Fannie Mae and Freddie Mac. Trademarks of respective owners.
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